
UNITED STATES DEPARTMENT OF AGRICULTURE 
Farm Service Agency 
Washington, DC 20250 
 
For:  All FSA COC and STC Members and Advisers 
 

Mandatory Privacy Act Training for COC and STC Members and Advisers 
Approved by:  Acting Administrator 

 
 
1  Overview 

 
A Background 
 

All FSA COC and STC members and advisers have a significant responsibility to ensure that: 
 
• sensitive data entrusted to them is secure 
 
• both FSA customers and employees sensitive personal data is not divulged to 

unauthorized personnel, lost, or stolen. 
 

Notice IRM-371 provides FSA policy on the management of sensitive (Privacy Act 
protected) data to help safeguard the information. All FSA employees, contract employees, 
and partners who handle Privacy Act protected data in the performance of their duties must 
comply with this and all other applicable Federal, USDA, FSA, and OCIO ITS requirements. 
 
The attached memorandum from the USDA Chief Information Officer requires that all 
USDA employees and contractors complete mandatory Privacy Act training.  The AgLearn 
“USDA Privacy Basics” course is designated as mandatory training for FY 2006 and must be 
completed no later than August 23, 2006.  This deadline is established to allow time for 
FSA to certify to the Department that 100 percent of our COC and STC members and 
advisers have completed training before September 15, 2006. 
 
This notice applies only to COC and STC members and advisers.  Training for Federal 
employees and contractors is addressed in a separate notice. 
 

B Purpose 
 

This notice: 
 
• explains the mandatory FY 2006 Privacy Act training requirements 
• provides procedures for COC and STC members and advisers to complete the training 
• provides contact information 
• explains how State AgLearn administrators will update AgLearn to document training. 

 
Disposal Date  
 
October 1, 2007 

Distribution 
 
All FSA COC and STC members and advisers; 
State Offices relay to County Offices 
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Notice IRM-374 
 

1  Overview (Continued) 
 
C References 
 

Procedure references are: 
 
• The Privacy Act of 1974, as amended (Pub. L. 93-579, 5 U.S.C. 552a) 
 
• OMB Memorandum M-06-16, Protection of Sensitive Agency Information, dated 

June 23, 2006  
 
• Memorandum for all USDA employees and contractors from the CIO about “Protecting 

and Safeguarding Privacy Act Protected Information,” dated July 18, 2006 (see Exhibit 1) 
 
• Memorandum for all USDA employees and contractors from the CIO about “Protecting 

and Safeguarding Privacy Act Protected Information,” dated June 16, 2006  
 
• USDA Cyber Security Manual Series 3500 
 
• Notice IRM-371 
 
• Notice IRM-364 
 
• Security Incident Response Guide for Users (see Exhibit 2). 
 

D SED’s Responsibilities 
 

SED’s must: 
 
• certify in writing (by e-mail or memorandum) to DAFO, Attention: Ragh Singh that all 

COC and STC members and advisers have completed the mandatory Privacy Act 
training by August 23, 2006 

 
• ensure that new COC and STC members and advisers complete the mandatory Privacy 

Act training within 30 workdays of their start date 
 

Note: This certification is expected to be required to support future audits of mandatory 
Privacy Act training requirements. 
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2  Training for STC, COC and any Others Without Access to AgLearn 
 

A Training Materials  
 

Soft copies of the Privacy Act training materials were e-mailed from DAFO to each State Office.  
State Offices will relay the training materials to the County Offices.  Additionally, DAFO has 
posted the training materials to http://intranet.fsa.usda.gov/fsatraining. 

 
B Deadline for Completing Training 
 

All COC and STC members and advisers must complete the required Privacy Act training by 
August 23, 2006.  If a member or advisor is out of the office the entire time between the date this 
notice is issued and August 23, 2006, then they should take the training immediately upon return 
to the office. 

 
C Documenting COC and STC Member Privacy Act Training 

 
After COC and STC members and advisors have reviewed the Privacy Act training materials, the 
State AgLearn administrator will use the Learning Event Recorder to update the learning history 
to show that the training has been completed.  State AgLearn administrators shall log into 
AgLearn and follow theses steps to document COC and STC members and advisors training. 
 

Step Action 
1 CLICK “Learning Management” from the top of the menu. 
2 CLICK “Learning Event Recorder”. 
3 CLICK button Item, CLICK “Next”, and CLICK on the picker next to Item Type. 
4 Under Item ID, ENTER “USDA-Pri” and CLICK “Search”. 
5 CLICK “USDA-Privacy-Basics-Paper” and CLICK next. 
6 In the Default Completion Status drop-down box CLICK “Course Pass for Credit”. 
7 Select the completion date, if needed to change, and CLICK “Next”. 
8 Under Add Learners and CLICK “Select from List”. 
9 ENTER employee’s last name, CLICK “Search”, CLICK next to the employee user is 

updating, and CLICK “Add”.   
 
Note: Repeat this step until all names of employees user is updating are shown and 

CLICK “Next”. 
10 A list will be displayed, CLICK “Next”. 
11 The financial information will be displayed, CLICK “Next”. 
12 A summary of names will be displayed, CLICK “Finish”. 

 
Note: The records have now been updated. 

 
D Point of Contact and Additional Information 
 

Direct Privacy Act policy questions to Norma Ferguson, FSA’s FOIA/Privacy Act Officer, at 
202-720-5534. 

 
State and County Offices may contact Ruby Hervey, KCHRO, training coordinator, at 
ruby.hervey@kcc.usda.gov or 816-926-2834. 
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       Notice IRM-374 Exhibit 1 
 

Memorandum About Protecting and Safeguarding Privacy Act Protected Information 
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       Notice IRM-374 Exhibit 2 
 
Security Incident Response Guide for Users 
 

 
 
 
8-10-06                Page 1 



       Notice IRM-374 Exhibit 2 
 
Security Incident Response Guide for Users (Continued) 
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       Notice IRM-374 Exhibit 2 
 
Security Incident Response Guide for Users (Continued) 
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       Notice IRM-374 Exhibit 2 
 
Security Incident Response Guide for Users (Continued) 
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